DocNoS/DatNoS

Document & Data Notarization

Verfugbare Services & Module
12/2024 (v5)

AUSTRIA



Ubersicht

Usecase DocNoS

— Austrian Public Service
Blockchain

— Private Sector Blockchain
Usecase DatNoS

Software-Module verfugbar

— Quellen: AustriaPro-Lab, BC-
Initiative, 3rd party

— Produktion (Test, Prototyp)

Links siehe
— AustriaPro Lab Links-Seite
— BC-Init Webseite

AUSTRIA AT

AustriaPro Blockchain Lab

Diese Seite beinhaltet Links zu diversen Themen und Ergebnissen des Arbeitskreises Blockchain der AustriaPro und dem "Blockchain-Lab"
Weiters werden Informationen von inhaltlich verwandten Systemen bzw. Organisationen aufgelistet.

Bitte beachten: Da es sich um ein "Lab" handelt, in dem oft experimentiert wird, kann es vorkommen, dass nicht immer alle Senvices verfiigbar
sind bzw. korrekt funktionieren.

Dokumentation

« AustriaPro Arbeitskreis Blockchain: Kurzbeschreibung, Termine, Protokolle und Prasentationen (2018 - 2023) sowie weitere Links.

Demos Blockchain und Keys (laufen im Webbrowser)

« Blockchain Demo - By Anders Brownworth - Erweiterung Strukturierte Daten - Erweiterung Strukturierte Daten - Beispiele Daten-
Zertifizierung
s Public/Private Keys & Signing - By Anders Brownworth

MultiChain

Die Opensource Blockchain Umgebung MultiChain ist das im Lab am meisten verwendete System.

Tools, Anleitungen

» Multichain Node im AustriaPro Lab auf Basis Docker installieren - Anleitung fiir Lab-Node "apro-lab-2" (2023)
= Multichain AP Library (PHP) (2022)
« Demos for AustriaPro Blockchain Lab - Schreiben und Lesen infvon Multichain Streams (Sourcecode in PHP). (2022)

Node AustriaPro Lab 1 (-> 2022)

» Web-GUI fir einen der im Lab installierten Blockchain-MNodes
s Proof Of Existence - Demo

Node AustriaPro Lab 2 (ab 2023)



DocNoS/DatNoS?

*  DocNoS - Document Notarization Service
— Speicherung von Hashwerten in der Blockchain
— Daten sind/bleiben in der Usersphare
— Beispiele
— Austrian Public Service Blockchain (WKO, WU, BMSGPK ...)
—  Private Sector Blockchain (Mitglieder Blockchain Intitiative Austria)
- DatNoS - Data Notarization Service
— Speicherung von Daten in der Blockchain
— Unverschlusselt (offentlich sichtbar) oder verschlusselt
— Beispiele
—  Offentlich verfligbare Daten (zB auf data.gv.at)

— Zu veroffentlichende Daten
— Achtung: keine personenbezogenen Daten

— Mehrere Testchains: Mitglieder Blockchain Intitiative Austria
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DocNoS Landscape & Artifacts

i

MC MC-API me-info DocNoS-API StreamViewer DocNoS-WebGUI WinClient TelBot Userln FiNo oDif GiNo me-mon Adminin DemoCode
'
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I‘ [= 1]
seq [ sandard use (WebGUT]|
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calls
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” ____________ . T
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calls
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Core & WebGUI Core & WebGUI

« 2 produktive Chains @

(APSB, PSBC), mehrere
Test-Chains MC MC-AP| DocNoS-AP| DocNoS-WebGUI Userln

- MC-API
~  0S, Github o]

— Beispiel-Code seq J[: corel
*  DocNoS-API N
— Specification ¢«
— Beispiel-Code seq )l standard use (WebGUI)]
° Web-GUI < interacts N

— FEinsatz auf vielen ¢ calls
Systemen

— Create/Verify (Dual) MC MC-API DocNoS-API DocNoS-WebGUI Userln
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Notarization - Creation (Beispiel: Web-GUI)

proef.li - Notarization x4+

- o x |
« C @ O 8 hitps:/proof.li/ipage=create s ® 4+ o m om

(O oot | ce et Result of the creation

Create notarization

To create a notarization, choose a document. The file is not uploaded to the server, the

browser. Notarization created.

Select file (will NOT be uploaded to the server):

Durchsuchen... Meeting CP132_20220404.pdf

Calculated hash value (sha256):
The notarization was created successfully, details are shown in the follow

5633b56f506b613199539bags6d75escd5ce5d1bdf18bec2b1357aedb45952e6
bottom of page).

Filename (%):
1 g (CP1) 22 2R gl Time stamp 2022-04-12T10:29:50+02:00
Remark (optional, 7):
] ) Hash value 5633b56f506b6f3199539ba956d75e5cd5ce5d 1bdf
eport Meeting CF132|
) for reference, will NOT be stored in the blockchain. Transaction-ID  Se3ec1ff4d390138efecObbcf7f0fe0371cd32a6963bl
After storing the information in the blockchain, the results (timestamp, transaction-ID ... - 5
the form of a ceritificate (as PDF file). Filename *) = eEtmg_CP1 32_20220404pdf
Voucher-1D: 448737674, Transaction-Credits: 10 Remark (*) Report Meeting CP132

(*) for reference, will NOT be stored in the blockchain.

Example ,proof.li“ operated by https://bc-init.at

AUSTRIA/PRO Il
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Document Notarization - Certificate

Created at 12.04.2022 - 10:35:20

This is to certify, that the hash value ("SHA2567) of the document was securely and immutably
stored in the blockchain.

The following table shows all details:

2022-04-12T10:35:20+02:00
5633b561506b6f3 199539ba956d75e5cd5ce5d 1bdi18bec2b1357aedb45952e6
af282475078ca66e6f42dfdbb19850003ea8584d4205c961ac8e30cBf347 1104

Data marked with (*) is for information and reference only and not stored in the blockchain.

By using the following QR-Code or link you can invoke a verification service and pass the hash



https://bc-init.at/

Notarization - Verification (Beispiel: Web-GUI)

Verify notarization
Here you can check whether/when a document was notarized, i.e. the digital fingerprint (hash value) of a file was stored in the

blockchain. Result of the verification

To do this, select the corresponding file (the hash value is calculated automatically), or enter

) . Hash value "5633b56f506b6f3199539ba956d75e5cd5ce5d 1bdf18bec2b1357aedb45952e6™ found.
Select file (will NOT be uploaded to the server) to calculate

hash value:

Durchsuchen... Meeting_CP132_20220404.pdf

One entry was found, i.e. the document with the corresponding hash value was notarized in this system at the specified time.

or hash value (sha256):

Record 1/1
5633b56f506b6f3199539bad56d75e5cd5ce5d 1bdf18bec2b1357aedb45952e6 Block hash 0056149bdabd6{3635ca8393f7130aeadac5d0728f0c0c423bi87a3097996b
or Transaction-ID: Block time 2022-04-12T10:30:06+02:00

Confirmations 14

Time stamp 2022-04-12710:29:50+02:00

Hash value 5633b56f506b6f3199539ba956d75e5cd5ce5d1bdf18bec2b1357aedb45952e6
The entered data is searched in the blockchain and displayed accordingly. (sha256)

Transaction-I1D 5e3ec1ff4d390138efecObbcf7f0fe037 1cd32a6963bb909a5742d578b209441
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i T DocNoS Clients for U
Clients fur User oS Clients for Users

*  Windows-Client @
MC MC-AP| || DocNoS-API || WinClient || TelBot | Userln
— 3rd party
— PSBC: mehrere =anmucnanj
Anwendungen seq JI: corel
— APSB: WU PR S
- Telegram Bot —
—  Prototyp auf Test-Chain seq JiWinclient

‘ interacts ’.

" calls
seq |[: Telegram Bot]

' shares file
" calls|

MC MC-API DocNoS-API WinClient TelBot Userin
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DigiCert Client

*  Windows Desktop Programm
* Nutzung via Menu, drag & drop oder Kontextmenu

DigiCert Client - m} x
* Senden an
Datei  Optionen  Hilfe
Statusmeldungen -
= o Ausschneiden
Zet Datei % Zertifizieren
@ 12.11.202212:30:31 CA\Dropbox\shareC254Schule \WVWANWWA_Blockchain_StefanBaumann_. Kl:l iEFF'_r'I
@ 1211.202212:2356  C\Dropbox\shareC25"Schule \WWANWWA,_Blockchain_StefanBaumann_ FI
Ziehen Sie eine oder mehrere Dateien in dieses Feld Verknipfung erstellen
um sie zu zertifizieren. B
Laschen
Alternativ kénnen Sie im Mena Datei -> Datei
zertifizieren einen Dialog 6ffnen um die Datei zu Umbenennen
suchen.
% DigiCert - Datei zertifizieren
g DigiCert - Datei verifizieren
o Verifizieren Eigenschaften
DE{E”S - . . .. - .
{"Data":null,"Infold" null,"Success" null,"Emor”: "hash net found: _Zle_hen Sie eine Datei I_n dieses Feld um _Sle 2u
sha256:21294388155175280:925286e 2aec B 9b 282855 3doc 2224 26b 263 7d 705 035", " System” " DocNaS verifizieren oder nutzen Sie das Meni Datei -> Datei
receiver/verfy v1.52","Service"null} verifizieren
Bereit
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»,Bot basierte Datenzertifizierung*

- Beispiel: Telegram Bot

yoenden an“
(Speichern)

Hashwert errechnen und
notarisieren

Ergebnis an User

*  @BlockchainNotarizing_bot

O ar i

r "n 1 & )
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Userln

mit Smartphone

Telegram Bot fir Datenzertifizierung

DZ-Bot Cloud-Speicher

Blockchain-API Blockchain

'Senden an'

Hashwert berechnen :

URLs der Datei und der

Datei speichemn }

Hashwert notarisieren

Userln

‘ MNotarisierung Gbermitteln

Transaktion erstellen ’

DZ-Bot Cloud-Speicher

Blockchain-API Blockchain




Telegram Bot: ,,Blockchain Notarizing Bot*

oo L] b S 1453 0% E BN R R 033%
Blockchain Notarizing E . " s
< BL : proof.li - Notarization . .
Bot a test.proof I <: : @ Dl’ﬂOf.“ Create Verify
O—

¥ Ubersetzen nach Deutsch % Result Of the

here: https:[ztlest.proof.li[testzind;x i i -
.php?page=verify&fileHash=b01952213 Ve"ﬁcaﬂon TEST

c0407caac1442217742a81b84e9d176
bc68c3f3759d874a85df8892

Result of the verification - TEST

Hash value Hash value "835135a9a9b2cb7346ef983129c2a72cebdf6538445406b88a38a4ada16d391f" found.

*835135a9a9b2cb7346ef983129c2a72cebdf6 538445406k
found.
One entry was found, i.e. the document with the corresponding hash value was notarized in this system at the specified time.

One entry was found, i.e. the document

with the corresponding hash value was Record 1/1
notarized in this system at the
specified time. Block hash 005085bc0bbef60ea38d90afea3a7 1bb3eeb38c37a040d85def03dd37adacf36
Record 1/1 .

~ size: 125726 [Bytes]) received and Block time 2023-05-01T14:48:49+02:00

1 saved. Block hash 005085bc06bef60ea38d90af6a3a71b63e

fl The sha256 hash of this file is: 835135 Confirmations 13

a9a9b2ch7346ef983129c2a72cebdf65 Block time 2023-05-01T14:48:49+02:00

38445406b88a38a4a4a16d391f.

OK, data published in transaction
6a32028338b2bb0826afdf29ddd243bf
| 6b763349a5000f70a68f80248e98bcf1

~ You can verify the notarization e.g.

here: https://test.proof.li/test/index
.php?page=verify&fileHash=835135a9a
9b2cb7346ef983129c2a72cebdf65384
45406b88a38a4a4a16d391f .

Confirmations 19
Time stamp 2023-05-01T14:48:35+02:00

Time stamp 2023-05-01T14:48:35+02:00 Hash value 835135a9a9b2ch7346ef983129c2a72cebdf6538445406b88a38adadalod391f
(sha256)

Hash value 835135a9a9b2ch7346ef983129c2a72cet
(sha256)

Transaction-1D 6a32028338b2bb0826afdf29ddd243bfeb763349a5000f70a68f80248e98bcf1

Transaction- 6a32028338b2bb0826afdf29ddd243bf6b
D
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Automatisierte Notarisierung

 File-Notarizer
— ZB. BMSGPK

* OpenData Interface
— Air Quality Chain

— Wien OGD-Metadaten (in
Entwicklung)

 Git-Notarizer
—  SW-Artetakte
— In Build-Pipeline
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DocNoS Automated Notarization

MC MC-API mc-info DocNoS-API FiNo ODIf GiNo
seq |I: core]
R uses -]
calls
seq J[ FlleNotarizer]
maonitors filesystem or is called by script :
4 calls
seq J[ OpenData Notarizer]
pulls data from OpenData D
calls
seq |[: GitNotarizer]
git build calls script
calls
MC MC-API mc-info DocNoS-API FiNo ODIf GiNo




Beispiel AQC (Air Quality Chain)

Stream: agc-messdaten — 1000 of 7530 items with key: KEND

Publishers MC2.0a@FRA (1TANTCYNOWPKPYMTHUNIEY ZIZKDZPMNIpHSE2)
Key KEND

Data {"station™:"KEND", "zeit"."2018-00-03T11:00:00+02:00","werte".
{WGE"1.73,"WR"140.23,"NO2".28.91,"NOX":34.3,"PM10"12.88,"PM25"10.45)}

Added 2018-08-03 091502 GMT
Weather data
Region 1

Publishers MC2 0a@FRA (1ANTCVNQWpKPVMTHUN3EY ZIZKDZPDNIpHSES)
Key KEND

Data {"station™"KEND" "zeit":"2018-09-03T10:30:00+02:00","werte":
{"WG"3.43,"WR"105.15,"NO2"26.74 "NOX" 32 69 "PM10™12.33,"PM25"10.51}}

<,\:

Ozon data (Austria)

Added 2018-09-03 084501 GMT Blockchain-

Node
Weather data

READ ONLY
Blockchain-
Node
[WG"2 61,"WR" 124 64 "NO2" 37 42,"NOX"-46 46 "PM10° 15 37 "PM25" 12 47}} LAY v <}:|
Added 2018-09-03 08.15.02 GMT i
Blockchain- Region 2 A23-Wehlistrasse (A23)
Node
READ ONLY
300

Information systems,

Publishers MC2.0a@FRA (1AWTCYnOwpKPvxMTHUNIEYHZKDZPIDNdpHSED)
Key KEND

Data {"station”™ "KEND" "zeit""2018-00-03T10:00:00+02:00","werte":

Telegram Bot ... Radiation data 250
{Austria)
200
150
Data Analytics
100

WA

50 P\/‘\\/Vﬁ\-"ﬂ\\‘u \,_.__,_/-'\’-——-——\1/’—"_—\/’-_7\
N T o i SN A L

Nov 23 Nov 25 MNov 27 Nov 29 Dec1
2024

— LM -——RF ——NO2 NOX =——PM10 -——PM25 -—— 502 =—CO

Ladezeit Daten aus AQC-Blockchain: 31.4 ms.

Details siehe Prasentation Roman Bruckberger-Koch
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Beispiel Git-Notarizer - Einsatz

* Beweis, wann welches SW-Artefakt gebaut wurde
* Notarisierung der Hashwerte

—  Git-Commit-ID

— Artifacts (.jar, .war

* Integration in Build-Prozess o - @ [N

(LR} 13 &1

ll . h Q Search or go to. 026 =
— Vvollautomatisc s e s

1026889 [INFO] Total time: 17:05 min

. . EJl ehealth 1026898 [INFO] Finished at: 2024-89-85T23:41:59+82:00
° Einsatz zB. im BMSGPK o V S sen.
°
Issues 1 7.1.2
Merge requests a
o
—_ Java EntW'I( kll In B Manage , % Total Received % Xferd Average Speed Time Time  Time Current
Dload Upload Total Spent  Left Speed
Plan > 180 768 168 399 180 369 189 174 0:68:62 0:00:02 - 364

{"success":"0K, data published in transaction 151ele9466fc510783f144071409bac7b6152c9c3c927a950722908441d9808d" , "timeStamp” : *2024-09-05T23:42:46+02:00", "id": "a2f1

. L
<> Code > 53ad-e4e1-471d-884e-11a92008e887F" , "txid" : "151e1e9466FC510783F1440714B9bacThs15209c3c927a95h722908441d9808d" , "service" : "DocNoS receiver\/create vi.6.2","infos":"cl
O a e S ] a e pOS] O ry 2 @ ient:artino\/Test v:1 stream:docnos-test-1 chain:mc2bl rpe:127.8.8.1:7222"}
“ Uil v

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

Usecase O en NCF | obs 108 761 100 399 180 362 172 156 0:60:02 0:00:62 --:--: 329
”» {"success":"0K, data published in transaction fdc82ddb7d50207362672ef7b165F64e4e1d22bb79F8072dd35482be73da36b6" , "timeStanp" : 2024-09-65T23:42:50+02:00", "id" : "bcd4

el elediton 74fd-58af-4285-a142-986705c501e8" , "txid" : "Fdc82ddbTdS6287362672eFTh105F64ede1d22bbT9F8cT2dd35482be T3da36b6" , "service” : "DocNoS receiver\/create vi.6.2", "infos":"cl
ient:artino\/Test vi1 strean:doonos-test-1 chain:mo2bl rpo:127.8.8.1:7222"}

Pipelines

Pipeline schedules

Artifacts % Total % Received % Xferd Average Speed Time  Time  Time Current
. Dload Upload Total Spent  Left Speed
Y B ’ 188 768 100 399 100 369 482 44 -=i-mi-- --i--ies =ei 927
@ Deploy ; {"success":"0K, data published in transaction 7654355Fdf5de915e574683FcF50511F7F0hB34d63200993067h92chakbB33CH , "tineStamp" - "2024-B9-05T23: 42:55+02:00" , *id": "hd69
194a-6778-4b4F-babl-T96c4Th32TeT" , "txid" : "7654355F 15 de915e574683FcF50511FTFODB34d63200993067b92ch4lbB33C" , "service" s "DockoS receiver\/create v1.6.2", "infos":"cl
% Operate > ient:artino\/Test v:1 strean:doonos-test-1 chain:mc2bl rpc:127.9.8.1:7222"}

%
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Beispiel Git-Notarizer - Verifizierung

Publishers 13VXwdarLRtV5fyP8qd WEFXebebAy45pgdY4Bh

L] L] L]
° Verifizierun er
Key 0 i0:015f612d-381b-4efd-9aBe-899abedh 1625
B l O C k C h a.i n Key 1 sha256:7fe38537b4275768c39e41 1 1d7cT28c3ccTaTd524b89a0a3431fdad819bT becd

Key2 sha512:5¢f51d8a1e53dIb001 7bad 5e07d6dd 7060858 chBhT1 edfcifealbdBcbfa3 15657255347 Thddabbbad83f6 1798 2cd eebbabedd bedd04cd0599ecT 36hced42add
o Key 3 artino/Test
° ream-viewer
JSON data {

“timeStamp": "2023-11-23T12:49:13+81:08",
"client": "artino\/Test”,
[ ) Od e r We b - G U I "wersion": "DocNoS-v1.1",
“data": {
"id": "@15f612d-381b-4efd-9a8e-899ab6e4b1b25",

"hashes”: { . . pe .
as::aZSE”: "7fe38537b427h768¢39e4111d7cF28¢3cc7a7d524b80a0a3431fdad819b7bced"”, ErQEanS der Verlfl katlon - TEST

"sha512": "5c¢f51d8a1e53dobea17b445e87d6dd786b858F chabfledfcffeaBbdlchfa315e572553a7.

i3

“remarks": "artifact openncp-configuration-utility-7.@.@.jar notarized by gitlab"
Hashwert "04c6e09ff1e0df9621080ffb3c534fbb96fc07ef5db9533d5777f8d714bc03f1" gefunden.

Transaction 68f5817bfbal4f2b6b11d17af381302115b772418e3ce296352b9904a887229b

Blocktime 2023-11-23T12:49:25+01:00 Es wurden mehrere Eintrége gefunden, d.h. das Dokument wurde mehrfach notarisiert. Der &lteste Eintrag (der erste in
Blockhash 002efbbd425bb3658b76a8157ae5728602dfd 36b69885f59973203a9673690b5 Eintrag 1/2
Confirmations 21 Blockhash 006afc51433905cc84a%cfd0dd0dfbcs02adadaedee245362e68db4decddead

Blockzeit 2024-09-05T23:43:01+02:00

Bestitigungen 1732

Zeitstempel 2024-09-05T23:42:46+02:00

Hashwert (sha256)  04c6e09ff1e0df9621080ffb3c534fbb36fc07ef5db9533d5777f8d714bc03f1

Hashwert (sha512) elbe022baal02ca294b20cd1a643620558eb4e36210a1028d8cal3fc466fed1d9
3e9b7c9bf2b32a7b1544a27937a9d301fad39425e81597355dabb312f45b1a6

Transaktions-ID 151e1e9466fc510783f144071409bac7b6152c9¢3¢927a95b722908441d9808d

£\ BLOCKCHAIN
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Monitoring

* mc-info

— Serverprozesse

— Sammeln Info der Node/s
* mc-mon/mc-view

— Sammelt Infos der mc-
infos

—  WebGUI: Darstellung

« Stream Viewer

— Anzeige Inhalte der
Streams

£\ BLOCKCHAIN
‘i’d INITIATIVE
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DocNoS Monitoring

0

MC MC-API

mc-

info

DocNoS-API

StreamViewer

mc-mon Adminin

=Blockchaln|

seq )I: core]

‘ calls

seq J[: Monitoring]

calls

A

views monitorng

views

MC MC-API

mc-info

DocNoS-API

StreamViewer

mc-mon Adminin




mc-view / Stream Viewer

Multichain Node(s) Status - NEU

blockchains.web-lab.at
ExtIP: 88.99.145.156, version: mc-info-pro v0.4, owner: baumann.at, datalrl

chainname version blocks nodeaddress #conns
datnos-c19 233 118383 datnos-c19@88 99 145 156:2683 6
datnos-20200220 233 487183 datnos-20200220@88 99 145 156:4121 10

conns

bibi_sec-consult com:2683
86.214.192.16:38996 (inb)
h.rbk5.com 46184 (inb)
192,164 28 172:59204 (inb)
labs3 austriapro at'2683
178.112.168.26:54538 (inb)

apsb labs nic at4121
nods201.ivm.at:56494 (inb)

tiger infinite-trust-digital.com:47794 (inb)
node01 docnodes.de-34006 (inb)
85.214 192 16:4121

h.rbk5. com 53408 (inb}

192 164 28 172:56130 (inb)
labs3.austriapro.at:38214 (inb)

178 12,158 26:54506 (inb)
whobee01 rss kapper net:42620 (inb)

"
<

2 i

DocNoS - Data view

Select Key

[all] - bs-client-cb1 - bs-client-jb1 - dn-dient-cb2 - dn-dient-jb2 - dn-dient-cb3 - dn-client-jb3 - prooflli - dn-dient-cb4 - bibili - testmeinwko - ForFor - sha512:
- sha3/512: - dn-client-w3-std - test.nic.at - dn-client-v3-std-KEY - test.securikett - cardid:123 - test.ma01.wien - dn-client-cb4-std - proofli/c2 - proofli/c2/test -
seg/forfor/test - pyDemo - Blockstempel-v2 - ABC-Test1 - proofli/c#-client/test - proofli/csc/test - IVM/Test - Weinand/Test - digicert/test - digicert/mei -
woschitz/test - ifm.tu/test - docnos/test - MTP/Test - condignum/Test - pydeme - dnfn/test - futurelab/Test - TelegramMotarizingBot/test - matdol/Test -
icomedias/Test - itreebute/Test - vecctor.de/Test - artino/Test

Key: [all]

10 of 55049 items

first - prev - next - last

Publishers

Key 0

Key 1

Key 2

Key 3

JSON data

13V¥wdarLRtV57yP8qdWEFXebebAy45pgdY4Bh

id:6d9b6745-0733-442d-91bc-Tc78%e7i2c23

sha256:05a6fa5a397b24515eef50d83005d242be551cc79ec296852e3dab8h12913dd

5ha512:76432dbb9051c0e8c8297743a85884db4575c2df0232bfeleci06aelb2d848652084e4 78 356f852c 1 eledl2edc3c1033600c9d3f312

artino/Test

"timeStamp": "2023-11-23T12:49:13+81:08",
"client": "artino\/Test",
"wversion™: "DocNo5S-wl.1",
"data
"id": "6d9b6745-8733-442d-91bc-7c789e7f2c23",
"hashes™: {
"sha256": "85a6fa5a397b24515eef50d830b5d242be551cc7f9ec296852e3dabob12913dd™,
"sha512": "76432dbbo@51cRe8c3297743a85884dba575c2dfB232bfe3ecfebaeBb2d848682084e478Fbf3561852C1eb:

IS
"remarks”: "CI_COMMIT_SHA™

AUSTRIA/ PRO KA,

BLOCKCHAIN
INITIATIVE

AUSTRIA




DatNoS Landscape & Artifacts

DemoCode

MC MC-API DatNoS-API StreamViewer Node-RED FiNo ODIf Adminin
=Blockchain
seq J[: core]
I¢----- uses______|
y calls
seq J[: view streams]
‘ views
I — L S ———————
seq [: FileNotarizer]
monitors fllesystem or Is called by script :)
calls
seq |[: OpenData Notarizer]
pulls data from OpenData p
calls
seq )[: Node-RED Interface]
processed data in flow S
d calls
|
‘ calls
MC MC-API DatNoS-API StreamViewer Node-RED FiNo ODIf Adminin

DemoCode




File/OpenData-Notarizer

«  Ahnlich zur DocNoS
Version

« Speichert Daten in die
Chain als
— JSON
— Binary

 Selbe Methode fur ,,live“
Daten von

— |loT devices
— cloud services

AUSTRIA/ PRO
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ODIf

pdls aala from OpenData

MC MC-API DatNoS-API MNode-RED FiNo
=Biockchain
seq |I: come]
----- ... I
calls
saq [ FileNotarizer]
mnitors Tilasysiam Of IS Called Dy sCnpl :)
calls
s0Q || OpenData Notarizer]
‘ MC | MC-AP| DatNoS-API Node-RED FiNo

ODIf




Node-RED Interface Eeme—

Q fiter nodes I Edit function node
v common : ‘ Delete Cance
* ... a flow-based, low-code B oo =
development tool for
. R W Name create DatNos API request a2~
visual programming .
Setup Function Close
e Automat]on b IOT XX} 1 var someValue - msg.payload;
g object defined in DatNoS spec.
4 ¢ 1
MC | | MC-API || DatNoS-API || StreamViewer || Node-RED - e s
= 2 7 someValue: someValue,
N | comment ‘ 8 someText: 'Hello ...'
+ function =2 dditional keys can be set, if required
Seq Jroom LR i Y e
V- uses _____| ;3 : ‘ _
4 request consists of (optional) keys and data element
calls 15 - var request {
16 keys: keys,
17 data: data
seq J[: Node-RED Interface] 18- }
processed data In flow :) %% TZ%QE?;ZZ? = request;
calls
I ¢ Outputs 1 2
MC | | MC-API || DatNoS-API || StreamViewer || Node-RED Aol gt vo®

AUSTRIA m r{\‘)?}ﬁ?‘%m




AUSTRIA

MQTT: ,,Message Queuing Telemetry
Transport*

Einsatz ursprunglich im loT Bereich
(Sensoren, Aktoren ...)

Offenes Nachrichtenprotokoll

,Kleinen Footprint*

—  Extrem schnelle Ubermittlung,
Speicherung, Abrufen von Daten

Immer ofter auch im IT-Monitoring
Bereich

https://www.twilio.com/en-us/blog/what-is-mqtt

£\ BLOCKCHAIN
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MQTT Clients

Ex: Sensors

Publish: “65%"

Topic: “moisture”

A S
o A K
ou .a(,Ce

Ansatz/Prototyp: Blockchain-Monitoring mit MQTT

MQTT Clients

Ex: Valve

-

1095
Q \>\0\\6\<\"\q a\qé

MQTT <o

Bro ker Ex: Cloud Server

o
20
0\0\'\5‘\ :
Q .
o
c\"“e
\02
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https://www.twilio.com/en-us/blog/what-is-mqtt

Multichain-Monitoring Integration fur Home-Assistant

HOME OUR CARS WEATHER DETAILS  WOHNKLIMA BLOCKCHAINS TEST SECTIONS

* HA entwickelt fur ,,Smart

({9
Home Multichain mc2a3 Multichain mc2b1
« Aber auch in anderen

. {) Status OK 200 {s) Status OK 200
Umgebungen einsetzbar
o Blocks 6757504 o Blocks 1084026
« HA
— ,integration“ sammelt Infos
der ,,mc-mon* Module 7 memesl-pleds ®
b2/
— Speichert sie in ,,Sensor-DB“ © T
— Anzeige auf Dashboards e —
* Next steps
— InfluxDB, Grafana
- MQTT coe 1,084,000
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loT Interfaces: Sensor -> Blockchain

loT Interfaces - Overview

(by c2 & rbk5)

LoraWAN-Sensors Telegram-Bot HomeAutomation loT-Receiver Database DatNoS Blockchain APRS
sensor data, location ..I. }
locatlon ’
sensor & autormnation data }
I

data
4
data & notarizatlon ’
location (& data) >
LoraWAN-Sensors Telegram-Bot HomeAutomation loT-Receiver Database DatNoS Blockchain APRS

www.websequencediagrams.com

Details siehe Prasentation Roman Bruckberger-Koch
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Zusammenfassung

*  Anwendung DocNoS
— APSB, PSBC
— User: WebGUI, Windows Client, (Telegram Bot)
— Automatisierung: Files, OpenData, Git-Integration
— Admin: Monitoring, Stream-Viewer
— Demo-Code
*  Anwendung DatNoS
— Diverse Module verfugbar (Test, Prototyp)
— Mehrere Usecases im Test
«  Software-Module verfugbar
—  Produktion & Test, Prototypen
— Quellen: AustriaPro-Lab & BC-Init (OpenSource), 3rd party
«  Technische Kompetenz verfugbar
— Installation/Betrieb Nodes, Implementierung, Security ...
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