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International Maritime Bureau

Founded 1981 — anti-crime unit of ICC

Non-profit making membership organisation

Fraud & malpractice on International Trade

Preventative Services — Bs/L, CEP, vessel reports, company reports, Courses
Investigative Services — PRC, cargo / hull claims

Unique Confidential Database



Cybersecurity Fraud

Fraud committed through misuse of electronic communications

Risks: data loss, operational shutdowns, financial loss, reputational
damage or safety compromise

Hacking Vs. Phishing

Malware

Ransomware

Man in the Middle Fraud / Payment Misdirection



July 2023 to 2024 —
27 publicly reported incidents

 Port of Seattle (United States)

« JAS Worldwide (Global)

» Baltic Airlines (Baltic & East Med.)
 Radiant Logistics (United States)

« DP World (Australia)

 Polish Railways (Poland)

 Port of Nagoya (Japan)



Cyberattacks in shipping

Breach IT systems that control movement and location of containers
Malware & key loggers

Inside Man?

Customs clearance

Container PIN fraud

EUR 20K to 300K per code

Maersk — NotPetya. 45,000 PCs & 4000 servers. Total cost — USD
250-300 million



Knights of Old

Large, private, UK haulage co. Formed 1865.
June 2023. Ransomware attack

Operations & financial systems affected
Sensitive data compromised

Substantial financial damage

Unable to secure investment and funding
Oct. 23. Administration. 730 redundancies



Man In the Middle / Payment Misdirection

Compromise emails using malware

Email rules

Watch and wait

Intercept emails, amend invoice & bank account details
Email malware link to contacts list



Spoofed Carrier Websites

Contact us

,_—§_—P' Shipment Account Login
— Our Promise, Your Satisfaction

We have customers
who have been with
us for over 40 years -
that speaks volumes.

Pacific International Lines - Overview

v com incorp in Singapore that operates a range of busines panning from shipping to container manufacturing and other logistics related
h the core of our business in container shipping
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Expansive Operations - we have presence worldwide

PIL currently operates Container Liner Services covering the whole of the Far

continent




Spoofed Carrier Websites

PIL -Pacific Internationa
www.pilship.com n-pi

adviser.com | < & Check Digit Calculat ™ Sign in to Microsoft [ VIT Customer Suppc y Home — IHS Ma CS CCS CRM 4g Terrestrial & Satellite

Be ALERT : FAKE website : www.pilshipS.com, Do Not access this Fake website

¥* Commercial Cri

English ==

] = =
—_— ’L Our Group Our Services Our Fleet & Equipment Careers
_ Our Promise, Your Satisfaction

News & Events eService

We offer shipping
services at over
500 locations in
100 countries
worldwide.

Service Network

Purchase Order Change agency appointment

Gabon ( reville)
B/L Reference Number(s)

Select the Port and Period

v 2017-09-23 © Where can | find B/L Number?

A joint project by
R SINGAPORE
- “BUSINESS
| I | = FEDERATION
BELT AND ROAD o o

beltandroad.zaobao.com ﬂi’s\e”f&




Fake NVVOCC Websites
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“ THE COMPANY SHIPPING SOLUTIONS SERVICE FOR RECIPIENTS

Shipping Solutions

Track&Trace
BILBocking NO,

iContainer NO.
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File Message Q Tell me what you want to do

Fri 11-Nov-16 5:58

Alex <info@maconshipping.com>

[External] Re:Verification of Bill of Lading

To Joell

Ce  [ILauren Yun Lin LT; |1'Sabrina Suf; [ 'Law

ura

Dear Joe:

Thanks for your info. B/L 1s 1ssued by us and contents are genuine.
Have a nice day.

Paul Marcus
Maconshipping Co. Ltd.
Ducomentary

84 Huntly St Aberdeen AB10 1TD, Aberdeenshire
Mall nfomaconshlm .com




WELIVERY ORDER ONLINE

01224 624430 ﬁgwy\mopimm.uk




Vulnerabilities to IS

External connections to internal networks
Remote Access

Cloud Storage

Shared accounts

Unsecured WiFi1 / websites

Internet of Things



FORBES » INNOVATIOMN > CYBERSECURITY

Coftee Machine Hit By

Ransomware Attack—Yes,

You Read Tllat Right

Davey Winder or Contributor ¢

Davey Winder veteran Eg,'bE']"SEE'IIF‘iI'E.I' writer, m
hacker and -.'zj-mfg_.-'st

[

...... acts as a Wi-Fi access point, with an unencrypted,
unsecured connection to internal networks



Vulnerabilities to IS

External connections to internal networks
Remote Access

Cloud Storage

Shared accounts

Unsecured WiFi1 / websites

Internet of Things

Us



Protection

Layered security solutions

Infrastructure updates & patches
Cybersecurity policies

|dentify and manage risks

Insurance

Communicate both internally and externally
Training and education

Ongoing monitoring

Readiness and response assessment



Thank you ....

Mailto: dcuckney@icc-ccs.org

Website: WWW.ICC-CCS.0rg
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